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CCPA Background
• Part of a global trend with respect to adoption of stricter privacy laws providing 

consumers with 
• (1) Greater control over their personal information; and 
• (2) Greater transparency with respect to how their personal information is collected, used, sold, 

and shared.
• The CCPA was passed in June 2018, at the end of California’s first legislation session in 

2018. Further amendments were passed in September 2018 and September 2019. 
• Passage was rushed in response to combat an effort to place an even stricter privacy 

initiative on the ballot in November 2018. The ballot initiative was shelved in return for 
passage of the CCPA.

• Becomes effective on January 1, 2020, but enforcement has been delayed until July 1, 
2020 or six months after the Attorney General promulgates regulations implementing 
the CCPA (whichever is sooner).

• Attorney General released draft regulations interpreting the CCPA earlier this month.
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Scope of the CCPA: Businesses
• The CCPA applies to “business” which are defined as
“A sole proprietorship, partnership, limited liability company, corporation, association, or 
other legal entity that is organized or operated for the profit or financial benefit of its 
shareholders or other owners, that collects consumers’ personal information, or on the 
behalf of which such information is collected and that alone, or jointly with others, 
determines the purposes and means of the processing of consumers’ personal information, 
that does business in the State of California, and that satisfies one or more of the following 
thresholds:

• (1) Has annual gross revenues in excess of twenty-five million dollars ($25,000,000), as adjusted 
pursuant to paragraph (5) of subdivision (a) of Section 1798.185.

• (2) Alone or in combination, annually buys, receives for the business’s commercial purposes, sells, 
or shares for commercial purposes, alone or in combination, the personal information of 50,000 or 
more consumers, households, or devices.

• (3) Derives 50 percent or more of its annual revenues from selling consumers’ personal 
information.” (Section 1798.140(c)(1)).

• Also applies to “Any entity that controls or is controlled by a business…and that shares 
common branding with the business.” (Section 1798.140(c)(2)).
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Scope of the CCPA: Consumer and Personal 
Information

• The CCPA applies to the “personal information” of “consumers[.]”
• A “consumer” is defined as “a natural person who is a California resident[.]”(Section 

1798.140(g))
• “Personal information” is defined as “information that identifies, relates to, describes, is 

reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, 
with a particular consumer or household.”
• Broad definition of “personal information” is one of the CCPA’s driving forces.
• CCPA’s definition of personal information identifies eleven categories of “personal information” including, 

but not limited to: (1) personal identifiers, (2) characteristics of protected classifications under California or 
federal law, (3) commercial information, (4) biometric information, (5) internet or other electronic network 
information, (6) geolocation information, (7) audio, electronic, visual, thermal, olfactory, or similar 
information, (8) professional or employment-related information, (9) education information, and (10) 
inferences drawn from any of the above to create a profile about the consumer. (Section 1798.140(o)(1)). 

• CCPA explicitly excludes publicly available information (i.e., information lawfully made available from 
federal, state, or local government records) and “deidentified” or “aggregate” information from the 
definition of “personal information.” (Sections 1798.140(o)(2) and 1798.145(a)(5)).

• Exemption for personal information subject to other statutes, including Gramm-Leach-Bliley Act (GLB) and 
HIPPA.  
• GLB exemption does not apply to section providing a private right of action for data breach. 
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CCPA: Nuts and Bolts
• The CCPA provides consumers with a number of rights, including:

• The right to request deletion of their personal information with certain exceptions
• The right to request the disclosure of information regarding a business’ collection, 

sale, and disclosure of their personal information, including the specific pieces of 
information a business has collected about them

• The right to direct a business not to sell their personal information
• The CCPA also obligates businesses to automatically make certain 

disclosures to consumers and places restrictions on certain uses of 
personal information:
• Point of collection disclosures (including for call centers and help/feedback forms)
• Privacy policy disclosures
• Financial incentive program disclosures and opt-in
• Sale of personal information of consumers under the age of 16 without affirmative 

consent
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Enforcement
• The CCPA contains a limited private right of action for “unauthorized 

access and exfiltration, theft, or disclosure [of personal information] as a 
result of a business’s violation of the duty to implement and maintain 
reasonable security procedures and practices appropriate to the nature of 
the information[.]” A business is entitled to 30 days notice and an 
opportunity to cure, if possible. (Section 1798.150).
• Damages may range from $100 to $750 per consumer per incident or actual 

damages, whichever is greater and may include injunctive or declaratory relief or 
any other relief a court deems proper.

• All other sections of the CCPA are enforced by the Attorney General. A 
business is entitled to 30 days notice and an opportunity to cure. If a 
business fails to cure, it may be subject to an injunction and liable for a 
civil penalty of up to $2,500 for each violation or $7,500 for each 
intentional violation. (Section 1798.155(b)).
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The CCPA and Customer Care
A business must “[e]nsure that all individuals responsible for handling consumer inquiries about the business’s privacy practices or the 
business’s compliance with this title are informed of all requirements [regarding consumer requests for information and responding to 
such requests, the regulation of the offering of financial incentives, and privacy policy disclosures] and how to direct consumers to 
exercise their rights under those sections.” (Section 1798.130(a)(6)). Same requirement with respect to opt-out of sale of personal 
information. (Section 1798.130(a)(3)).

Most relevant portions of the CCPA for customer care professionals:

• Deletion request
• Key considerations: limitations on complying with a deletion request and requirement that business direct any service providers to delete 

personal information. 

• Do not sell directives
• Key considerations: must respect consumer’s decision for at least 12 months before requesting that the consumer authorize the sale of the 

consumer’s personal information and need opt-in consent for consumers under 16.

• Consumer disclosure requests
• Key considerations: must be made pursuant to “verifiable consumer request,” must respond within 45 day period (with potential 45 day 

extension), a consumer cannot request information more than twice within 12 month period, information provided to consumer must be in a 
portable and, to the extent technically feasible, in a readily useable format that allows the consumer to transmit this information to another 
entity without hindrance.

Attorney General Regulations, Article 3: Business Practices for Handling Consumer Requests
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Recommendations for Customer Care Professionals
• Conduct data mapping exercise and ensure proper verification of consumer requests.

• Proposed requirement that businesses confirm receipt of customer request.
• Proposed measures for verification of consumer requests.
• Ensure that consumer requests for information are adequately addressed within 45 days or consumer 

notified of need for extension.
• Ensure business complies with deletion and do not sell requests in timely manner.

• Implement internal policies and procedures
• Proposed record keeping requirement for consumer requests.
• Proposed requirement that businesses establish, document, and comply with reasonable method for 

verification of consumer requests. 
• Ensure employees undergo sufficient training

• Employees handling consumer requests must be informed of CCPA’s requirements. 
• Coordinate with and communicate with other parts of the business (i.e., legal, IT, 

Ecommerce team)
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Questions?
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Daniel Podair, Steptoe
dpodair@steptoe.com 
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